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What is NHS Digital?
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Our vision
To harness the power of 
information and technology to
make health and care better

Our role
The national information and 
technology partner to the 
health and care system



Ten domains of delivery linked to specific system outcomes
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21st century technology
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Old technology

New technology



A system under pressure
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Technologies that reduce pressure
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Child Protection – Information Sharing
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21st century threats
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Traditional crime

Cyber crime



12 May 2017: WannaCry ransomware attack

• 1 Windows vulnerability

• 2 exploits

• Major incident lasting 7 days 

• 150 countries affected

• $300 ransom demanded

• <$80,000 earned for the attackers

• >300,000 machines infected worldwide
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WannaCry: Our response

• Issued an alert advising safety measures organisations should take about the 
emerging threat on 25 April. 

• Provided detailed technical guidance to local IT staff in a series of emergency 
CareCERT bulletins. 

• Gave direct expert assistance for affected organisations through telephone 
and on-site support. 

• Our website functioned as an essential source for situation updates and 
downloadable guidance 

• Collaborated with industry. 21 offers of help from suppliers

• Worked in close partnership with the National Cyber Security Centre, the 
Department of Health, NHS England and other key government and law-
enforcement agencies underpinned the response.
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WannaCry: The impact

• 80 per cent of NHS trusts weren’t affected by the 
cyber attack

• 97 per cent of trusts ran a normal service for members 
of the public through the attack

• No central NHS IT services and systems were 
compromised 

• No patient data was accessed
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10 things you should consider before the next major incident 
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1 When did you last rehearse your incident plan? 

2
Are your people doing what they need to do to 
maintain cyber resilience (patches, responding to 
alerts)?

3
Do you have a paper copy of your incident plan 
both on and off site and comprehensive contact 
lists for your incident team?

4 Does everyone in your incident team have the 
same?

5
Is each member of the incident team clear about 
their role? Is there a tiered incident management 
structure?

6
Do you have escalation points for incidents of 
different severity? If in doubt, operate at the 
greater severity level.

7 Do you know the contact details of key incident 
management partners?

8 Depending on the severity, agree the frequency 
of face-to-face meetings.

9 How will you communicate with your staff, the 
media and other agencies?

10 Patching and cyber hygiene is a vital first line 
defence, but there’s no room for complacency.



National Data Guardian data security standards 
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Staff are responsible and 
accountable for data security 
and take appropriate training 
and tests to improve and assure 
their competence.

Personal confidential data is 
only accessible to identified, 
appropriate staff. Plans and 
processes protecting security 
are tested, reviewed and 
reported to senior management. 
Contracts enforce accountability 
among suppliers.

Security advice from CareCERT
is responded to and action is 
taken immediately following 
breaches or near misses. 
Unsupported software is 
eliminated and cyber strategy is 
annually reviewed based on a 
proven framework.

People Process Technology



Data Security Centre’s services
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Good practice, guidance, advice, example policy for continuous learning and improvement

• Refreshed 
Assurance regime
(the new Toolkit)

• E-learning and 
education (for all 
health and care)

Changing 
Culture

• On-site data security 
assessments

• Threat intelligence
(CareCERT+
enhanced 
monitoring)

Removing 
vulnerabilities

• Network
monitoring 

Detecting & 
blocking  
threats

• Remote advice
and support

Reducing 
impact



What does the National Data Guardian say on information governance?

• It’s about trust!

• “Trust cannot be ensured without 

secure systems…”

• People trust the NHS to protect 

information

• IG must support digital transformation 

otherwise the risk of breaches 

increase, development will not happen 

and trust will be lost.
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