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“We owe it to citizens to enable them to understand data 
usage as fully as they wish, and ensure that information about 
how data is accessed, by whom, and for what purposes, is 
available.”

Dame Fiona Caldicott
National Data Guardian for Health and Care 

Review of Data Security, Consent and Opt-Outs (July 2016) 
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Academic researchers

Commercial
organisations

NHS
% A great deal

% A fair amount

% Just a little

% Heard of,
know nothing
about
% Never heard
of

Some awareness of health data usage, but little depth of understanding

Source:  Ipsos MORI/Wellcome Trust

Base: 2,017 GB adults, aged 16+

How much, if anything, would you say you know about how the following organisations 
use health data for these purposes?*

33% 21%

16% 58%

*See appendices for full question wording

56%18%

I knew nothing about this until 
today.  At first I was concerned, but 
now I’ve heard more I’m reassured.  

It’s important that data is used in 
this way by the NHS.



www.understandingpatientdata.org.uk



How do people feel about the use of data?

Can I be identified?

How is data 
kept safe?

Do I have 
a choice?

Doesn’t this 
happen already?

Is there a public benefit?

What are 
the risks?

Will companies have 
access to health data?

Why can’t I access 
my own health 
record?



Can I be identified?



Talking about identifiability

*anonymised in accordance with the ICO code of anonymisation

*



Will companies have access to data?

• More support (54%) than oppose 
commercial access to health data 
for research
– Increases to 61% if no other way of 

research being conducted

• 17% do not want commercial 
access under any circumstances



1

What drives acceptability: in summary

Why

Who

What

How

Clear 
public 
benefit

Solely 
private 
benefit

Mix of 
public and 

private 
benefit

Uncertain 
future users

Genetic data & 
any with 
uncertain 
future 
implications

Secure storage & regulation is assumed

Public 
health 

providers

Aggregate 
passively 
collected

For profit 
but in 
health 
sector

Aggregate 
but risk of 
jigsaw ID

No link to 
improving 

public 
health

Identifiable 
personal 

details with 
real world 

implications

More acceptable Less acceptable/red lines

Four key tests



Insurance and marketing
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Marketing

Insurance
% Strongly agree

% Tend to agree

Neither agree nor
disagree
% Tend to disagree

% Strongly disagree

% Don't know

Insurance purposes compared with marketing purposes

Source:  Ipsos MORI/Wellcome Trust

Base: split sample, bases on chart

To what extent, if at all, would you support insurance companies using health data collected in the NHS to 
further develop their health insurance prices?*
To what extent, if at all, would you support companies using health data collected in the NHS to help target
health products at different groups of people?*

26% 44%

37% 36%

*See appendices for full question wording

(992)

(1,025)



Why do companies need health data?

Commercial 
access

Pharma 
companies

Analytics 
services

Pharmacies

Private health 
providerInsurance

New digital 
technologies

Software 
providers



Unpacking the concerns

Commercial access to health 
data

22

Source:  Ipsos MORI/Wellcome Trust

Base: All those who do not want commercial organisations to have access to health data under any 
circumstances (356)

Which of the following views, if any, comes closest to why you do not want commercial organisations to have 
access to health data under any circumstances?*

*See appendices for full question wording

4%

2%

2%

2%

2%

6%

8%

8%

13%

16%

18%

20%They cannot be trusted to store the data safely

I don't agree profit should be made from NHS data, even if 
there are benefits

Commercial orgs cannot be trusted to put society before profit
They might sell data onto another commercial org and you 

cannot control where it ends up
If commercial orgs access the data, they could manipulate it 

and this is unfair
They may try and market products and services to me

There might be negative consequences for me or my family

They may re-identify me even though names and personal 
information might be removed from the data

There might be negative consequences for the community

Even if they misuse the data they won't be punished

Don’t know

Other

49% of people who were 
asked this question aligned 
with reasons related to 
things that could harm 
them or their family
46% aligned themselves 
with social reasons; that 
commercial orgs having 
health data could 
negatively impact society

Those who do not want to see commercial orgs having access to health data
fall evenly into two groups



Perceptions of value in data

Health data has a 
value to society

Health data has 
a financial value

67%

50%



New digital technologies

Diagnosis in 
primary care

Specialist 
diagnosis

Treatment

Everyday 
monitoring

Service planning
+ delivery

Infection 
surveillance

Understanding 
disease

Fitness + 
‘wellness’



Supporting local conversations

“This work uses data provided by patients 
and collected by the NHS

as part of their care and support”



For further information

Nicola Perrin
n.perrin@understandingpatientdata.org.uk

@NMRPerrin


